SurePass Tech Bulletin

23.1 Authentication Server Side-By-Side
Upgrade Procedure

System: On-premises systems only

Who is this document for?

This document is for anyone that has SurePassID Authentication Server installed prior to Version 23.1.

Recent versions of the Authentication Server display the version on the home form in the Administration
portal as shown below:

® 1999-2021 SurePassId Corp. All rights reserved. | Email Support | Call Support: +1 (888) 200-8144 ext 2 | jBuild: 20.2.7442.33229

This installation has version 20.2 installed.

Alternatively, you can see the versions of the Authentication Server displayed on the about form in the
Administration portal as shown below:

About SurePassId
SurePassld Security Solutions
I Buid: 18.3.68?9.15768'

This installation has version 18.3 installed.

If there is no version displayed on the home page or about page (very old versions), you can determine
the version of the Authentication Server that you are currently running by looking at the C:\Program
Files (x86)\SurePassID Corp folder on your server(s) that have the Authentication Server installed. For
example:
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n W = | SurePassID Corp

File Home Share View

« «+ A Program Files (x86) SurePassID Corp

Name . Date modified

B Documents W SurePassiD 2021 MFA 4/27/2021 4:09 PM File folder

This server has SurePassID 2021 installed. If your system SurePassID 2021 or older then this upgrade is
applicable to you.

This document is designed to help you upgrade your existing Authentication Server installation. There
are hundreds of new features and capabilities such as SurePassID mobile app, push authentication, IVR,
Role Based Access Controls, Managed Service Accounts, etc. that were not available in your prior
version. Now is a good time to review that and see if you want to make use of them. We are more than
happy to discuss your requirements and make recommendations on what capabilities exist that can
address them.

Things you will need before you begin

Before you can begin upgrading SurePassID:

e Identify all the Authentication Server apps that currently utilize the SurePassID Authentication
Server services. - Typically, this could be the SurePassID RADIUS Server (RADIUS, Event Log
Sync), Windows Login Manager, ADFS, custom apps (SurePassID JSON api), etc. These apps will
need to be tested after the new Authentication Server install and after Authentication Server
deployment to production.

o If doing a side-by-side installation procure new servers for the Authentication Server(s) and
RADIUS Server. These new servers can be located in in your datacenter or in the cloud (AWS,
Azure, etc.). We recommend these servers are Microsoft Server 2019 or later. It is possible to
do an in-place upgrade, but we do not recommend it. Contact us before you perform an in-
place upgrade.

e SQL Server Installation — You need access to a Microsoft SQL Server for the new Authentication
Server installation. If this is the same as the existing production SQL Server, you must backup
production before installing.

o New license — You will need to request a new license (with server host names) in the following
conditions:

o If you are running SurePassID Release 2020 or earlier your existing license file is
compatible request a new net license file from SurePassID.
o You are installing on a new Windows server.

Side-by-Side Installation

The side-by-side installation allows you to install the new Authentication Server and components, test
all production systems, and then schedule a production deployment at a time of your choosing.
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Step 1 — Download the appropriate files

Download and unzip the product upgrade software onto the target SurePassID Authentication Server
application server(s):

Authentication Server Install - https://downloads.surepassid.com/AS/SPAS.zip

Install Documentation - SurePassID Server Installation Guide

After you install the system you can log into your account and select Home->Get Started to see all the
application components and documentation for the system as shown below.

tierasoft.com | g Mark Poid (Super) | 4y Logout

4z About (5 Contact Support = 2 Manage Dashboard
Get Started

RADIUS Server Install Guide | Download
SIEM Connector App Install Guide | Download
Directory Sync App Install Guide | Download
System Administration Guide User Guide
On-premises Install Guide Install Guide | Download
Desktop Authenticator Install Guide | Download
Windows Logon MFA Install Guide | Download
ADFS MFA Adapter Install Guide | Download
ServicePass Self-Service User Portal Install Guide | User Guide | Download
Mobile API Connector Server (Reverse Proxy) Install Guide | Download
FreeRADIUS MFA Adapter Install Guide | Download
Linux MFA Adapter (Login, SSH) Install Guide | Download
Mac MFA Adapter (Login, 55H) Install Guide | Download
Office 365 Support Install Guide | Download
Google Authenticator Guide User Guide
Mobile Authenticator Guide User Guide
MFA Server API Guide Developer Guide
OpenID Connect User Guide
NGINX MFA Plug-In (OpenIDConnect) User Guide
Postman Guide for Developers Developer Guide
Swagger Guide for Developers Developer Guide
MFA ServerAPI Sample Code (core.net) Sample Code
Local Agent Bundle - Depricated Install Guide | Download

© 1999-2023 SurePassId Corp. All rights reserved. | Email Support | Call Support: +1 (888) 200-8144 ext 2 | Build: 22.4.8469.21651 [03-10-23]FIPS
140-2 Compliant Mode

Step 2 - Install Authentication Server

Run the installer (msi or exe) of the new Authentication Server. It can be installed on the existing server,
but it is better if you install on a new server running Windows Server 2019 or later if possible. The install
will create a new database without any users or tokens. You will need to add new users and tokens for
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testing any client apps such as RADIUS Server (RADIUS), Windows Login Manager, etc. After you become
familiar with the new system you will be able to upgrade your existing system at a time of you choosing.

Step 5 - Test Authentication Server apps

Verify apps/servers such as Windows Login Manager, ADFS, SAML2, custom apps, etc. for proper
function with the new Authentication Server.

Remember, access to the Authentication server is protected by APl Key. You existing systems will be set
to use your production API key. You will need to create a new API

Once you are satisfied that the system is working properly you can then pick a day and time (off
hours/weekend) to perform the production deploy.

Production Deployment

Step 1 - Backup existing systems

At a very minimum backup existing Authentication Server (installation folder) and any other server apps
such as (RADIUS) that will be upgraded rollback purposes. If possible, create a VM snapshot of all
production Authentication Servers.

Step 2 - Backup Production data
SurePassID Authentication Server production SQL Server database.

Step 3 - Upgrade the existing production database.

1. Inthe SurePassID Authentication folder you will find the database upgrade script:
C:\Program Files (x86)\SurePassID Corp\SurePassID Authentication Server
23.1\Tools\DatabaseUpgrade\mfa_db_update.sql.

2. Double click on the file. SQL Server Management Studio will open and the file will be loaded.
Alternatively, the file be loaded by starting SQL Server Management Studio (SSMS) and select
File->Open and browse to the file.

3. In SSMS Object Explorer select the window with the mfa_db_update.sql. Locate current
SurePassID production database in the Object explorer window as shown below:

23.1 Authentication Server Upgrade Technical Bulletin
January 1, 2023



Object Explorer
Connect~ ¥ ¥ AR vES
¥ W SurePass2012
i i SurePassDB
+ i SurePassDB_2021
= W SurePassDB_2022
# W Database Diagrams
+ Tables
£ 8 Views
+ External Resources
+ Synonyms
+ ™ Programmability
+ Service Broker
+ Storage
+ W Security
# W SurePassDB_2023
+ i SurePassID_0365
+ Security
+ W Server Objects
+ Replication
i PolyBase
# W Always On High Availability
+ Management
# W Integration Services Catalogs
=% SOL Server Agent (Agent XPs disabled)
# [F XEvent Profiler

The database name is SurePassDB_YYYY where YYYY is the SurePassID version. For example, the
database name for SurePassID 2022 would be SurePassDB_2022. If your system is prior to 2021
then the database name is SurePassDB.

4. Press Execute as highlighted below to upgrade database:

23.1 Authentication Server Upgrade Technical Bulletin
January 1, 2023



4 mfa_db_update.sql - DESKTOP-4MFJ35G.SurePassDB_2022 (MicrosoftAccount\markpoid @surepassid.com) Quick Launch (Ctrl +Q P - B

Eile Edit View Query Project Debug SQL Complete  Unit Test Jools Window Help
e~ S-o-2 8| Sbewoen 32880 &0 - B - i - &1 f & B~ @ doforge Search
“f | SurePassDB_2022 - | b Execute

hi

eoE|gxe ol se=n(e.

Object Bxplrer Bl <o cocatesal. d@sucpasiacom = = x I

Connect~ ¥ ¥ ¢ =ICREATE OR ALTER FUNCTION dbo.ufn_TableExists
@TableSchema sysname,
7 W SurePass2012 @TableName sysname
¥l i@ SurePassDB RETURNS TABLE
+ W SurePassDB_2021 AS
- W SurePassDB_2022 RETURN (SELECT 1 AS [result]
Database Diagrams FROM sys.objects AS syscbj
Tables JOIN sys.schemas AS syssch on sysobj.schema id syssch.schema_id
Views WHERE
External Resources syssch.name = @TableSchema AND /* Schema */
Synonyms sysobj.type 'U' AND /* Type is User-defined Table */
Programmability sysobj.name @TableName); /* Column */
Service Broker GO
Storage
Security -- Usage: IF EXISTS (SELECT * FROM dbo.ufn_ColumnExists(N'dbo', N'Batch', N'Id'))
W SurePassDB_2023 ~ICREATE OR ALTER FUNCTION dbo.ufn_ColumnExists
il Wl SurePassiD_0365 @TableSchema sysname,
Security @TableName sysname,
@ColumnName sysname
RETURNS TABLE
AS
RETURN (SELECT 1 AS [result]
FROM sys.columns AS syscol

E
+ Server Objects

@ Replication

+ PolyBase

& M Always On High Availability
® M Management

# W Integration Services Catalogs

IN sys.objects AS sysobj on syscel.object_id = sysobj.object_id
IN sys.schemas AS syssch on sysobj.schema_id = syssch.schems_id
100% ~ 4 ¢
¥. Connected... DESKTOP-4MFJ35G (15.0 RTM) DESKTOP-4MFJ35G\markp .. SurePassDB_2022 00:00:00 0 rows

#% SQL Server Agent (Agent XPs disabled)
# [ XEvent Profiler

Database is now upgraded.

Step 4 — Update production system configuration

The new Authentication Server configuration (web.config) needs to be updated with the existing
production settings. You can do this manually or you can do this using the migration tool. To use the
migration tool run the following:

C:\Program Files (x86)\SurePassID Corp\SurePassID Authentication Server
23.1\Tools\RelaseConfigMigration.exe

After running RelaseConfigMigration.exe, the new web.config can be found C:\Program Files
(x86)\SurePassID Corp\SurePassID Authentication Server 23.1\MfaServer\web.config-migrated.

MfaServer x +
@ New T sert = view
“« 4 v » ThisPC » OS(C) » Program Files (x86) > SurePassiD Corp > SurePassID Authentication Server 23,1 > MfaServer A [&] Search MfaServer
Fido2Server 0 Name Date modified Type Size
2 web.config-migrated 3/22/2023 12:03 PM CONFIG-MIGRATED File 2KB
o ConfigurationMigration
¥ web.confi 3/23/2023 12:38 PM XML Configuration File 28KB
I 9 9
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To make these new configuration settings active, follow these two steps.

e Copy web.config to web.config-old
e Copy web.config-migrated to web.config.

Step 5- Update Authentication Server endpoints

Change the IIS site settings from the existing SurePassID installation to point to the new Authentication
Server.

You can now start the Authentication Server administrative portal.

Step 6 - Production App Verification

Test all other Authentication Server apps such as Windows Login Manager, ADFS, custom apps, etc. for
proper function with the new Authentication Server.
Post Production Deployment
After the new production Authentication Server has been in production for some short period of time,
decommission the old Authentication Server by deleting the folder.
To Report Technical Issues

To learn more about this new upgrade alert and how it might benefit your organization, please contact

us at https://surepassid.com/company/contact/ or by email helpdesk@surepassid.com or by phone
+1(888)200-8144.
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