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About the SurePassID 0365 SSO Identity Provider

This guide explains how install and configure the SurePassID 0365 SSO ldentity
Provider. The SurePassID 0365 SSO ldentity Provider allows your company to
add MFA security to all your Office 365 applications such as Outlook, Word,
SharePoint, Excel, etc.

This guide provides information on the following topics:

e What is SurePassID 0365 SSO Identity Provider?
o A brief introduction to the 0365 SSO Identity Provider
e Installing and Configuring O365 SSO Identity Provider
o Detailed explanations for installing the O365 SSO Identity Provider
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What is the SurePassID 0365 SSO Identity Provider?

The SurePassID 0365 SSO Identity Provider (0365 IdP) is an SAML2 Identity
Provider designed to provide advanced user authentication capabilities
(MFA/Passwordless) capabilities to all your O365 applications.

The system is distributed as a Windows set-up install that you run on an existing
64-bit Windows server in your DMZ.

The 0365 IdP supports on-premises and hybrid, private and public cloud
installations of SurePassID Authentication Server.

The system supports both traditional OATH OTP password authentication, push
technologies, as well as new technologies such as wearables, biometrics, and
native FIDO U2F authentication on iOS, Android, and other mobile operating
systems.

The system uses industry standard SAML2 authentication technologies.

For a primer on how Microsoft implements SAML2 Federated Identity Providers
such as SurePassID, please review this Microsoft article.

Azure AD Connect: Use a SAML 2.0 Identity Provider for Single Sign On - Azure
| Microsoft Docs

IMPORTANT: If you are planning to use ADFS you can install the
SurePassID ADFS plug-in to add advanced authentication to ADFS.
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Prerequisites: Windows Application Server

Application Server

A minimum of one application server is required to install the SurePassID 0365
SSO Identity Provider. The application server can be run on-prem in your
datacenter or in the cloud.

Depending on the number of users, authentication request load and fault tolerant
requirements you will probably require more than one. More on that later.

The application server must be in the DMZ so that Microsoft Office 365 can make
requests to the app server to authenticate users.

Supported Windows Systems
SurePassID 0365 SSO Identity Provider can be installed on the following
Windows versions:

e Windows Server 2016 — All versions
e Windows Server 2019 — All versions
e Windows 10
e Windows 11

Internet Information Server (11S)

[IS must be installed on your Windows system. IS is installed via the Webserver
Role. In addition to IIS, the .NET 4.7 Feature must be enabled. You can follow
these general steps if you are unfamiliar with installing 11S.

¢ Navigate to Administrative Tools and click Server Manager.

e In Server Manager, in the Roles Summary section, click "Add Roles and
Features" to start the Add Roles Wizard and then click "Next".

e Inthe "Select Installation type page", select "Role-based or feature-based-
installation” and click "Next"

e Select the server you will install 1IS on and click "Next"

e When prompted to "Select server roles" check the "Webserver (I1S)" box
then a pop-up window will come up.

¢ Inthe pop-up window, just click on "Add Features" then hit "Next".

e After that click "Next" on the next three consecutive windows selecting
".NET 4.7 Features"

¢ On the “Confirm installation selections” page click on “Install” and to
perform the installation and when finished just click “Close”.

Load Balancing/Reverse Proxy

For performance and fault tolerance the SurePassID system can be installed on
multiple servers behind load balancers/reverse proxies such as NGINX and F5
products for on-prem installs. If you are installing the app server in the cloud you
can also make use of all Azure virtual network capabilities for application
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isolation, Geographical (cross datacenter) load balancing systems like Azure
Front Door/Azure Traffic and Azure Gateway for local load balancing and WAF
capabilities.

Active Directory Connection
The app server will authenticate users first factor (username and password) in
Active Directory and needs to be able to make local AD authentication requests.

Supported Windows Versions

Your O365 installation that must be configured as Hybrid Azure Active Directory
and Password Hash Synchronization (PHS) and Pass-Through authentication
(PTA) enabled. ADFS support is not required. For more info please visit:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-hybrid-
identity

Prerequisites: Office 365

Office 365 Tenant — You must have an Office 365 tenant with a custom domain.
It is advisable to create a non-production custom domain in your tenant to allow
for testing MFA features without impacting the existing production users.

Global Admin — To perform the O365 installation (run PowerShell scripts against
your O365 tenant) the user installing the system must have global admin rights.
This should be in a non-federated domain such as your onmicrosoft.com domain.
You will need this to rollback your changes to the custom domain that you
federate later.

Security

SurePassID 0365 IdP does not install with any IS certificates for secure TLS
operations but does require TLS 1.2 on the server. It is recommended that you
configure the SurePassID 0365 SSO Identity Provider (1S web app) for SSL
using corporate certificates for production. Alternatively, you may create self-
signed certificates for testing.

Firewall Changes

The application server will communicate to any SurePassID MFA server to
perform advanced authentication. For commercial accounts using SurePassID
public cloud offering this would be the https://cloud2.suepassid.com endpoint. If
you are using your own SurePassID MFA installation, then you would use your
custom SurePassID MFA endpoint location.
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In either case, the application server will require outbound firewall rules to allow
TLS 1.2 or TLS 1.3 port connections to the SurePassID MFA server.

The SurePassID system is configured to communicate to the SurePassID MFA
Authentication Server using transport level security (https).

Limit App Server Access

The system needs to be accessed by Microsoft O365 applications for the
authentication of users.

Your firewall should be configured to only allow communications to SurePassID
0365 SSO ldentity Provider server from Microsoft IPs/domains.

It is recommended that you follow security best practices for deploying and 1I1S
web-based applications.

Request Logging

The system does support request logging. Logging captures the payload and IP
of the requesting application. By default, the logs will be persisted in the local file
system. Alternatively, they can be sent to the Windows Event Log for
persistence, trouble shooting, or further analysis.
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High-Level Architecture and Data Flow

The following diagram illustrates the high-level architecture of the system and
authentication flow:

| | SurePassID 0365 IdP

< [ App Pool
® W ®
L @
everse Proxy/ @

Load Balancers
<

Active Directory

Azure
Active Directory

Microsoft Cloud - Azure

e The user logs into their office tenant app such as Teams, SharePoint,
Outlook, etc.

e Azure AD redirects the user to SurePassID external endpoint (reverse
proxy/load balancer) defined in the Azure AD Federated configuration file
delivering a SAML2 Request.

e The external endpoint forwards the request to the SurePassID O365 IdP
App pool.

e The SurePassID 0365 IdP validates the users name and password with
Active Directory.

e The SurePassID 0365 IdP then validates the users second factor.

e After successful authentication SurePassID O365 IdP creates a SAML2
response, digitally signs it and sends the SAML2 response to Azure AD.

e Azure AD signs in the user and launches the Office 365 app that was
originally requested by the user.
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Installing and Configuring O365 SSO Identity Provider

The SurePassID 0365 SSO Identity Provider is distributed as a Windows exe
installer (SurePassIDO365Idp.exe) located in a zip file (SPO365Idp.ZIP).

After downloading and unzipping SPO365Idp.ZIP, locate the file
SurePassIDO365Idp.exe file, copy the file to the appropriate Windows server (if
not already there) and run SurePassIDO365Idp.exe to install the system.

By default, the system installs into:
C:\Program Files (x86)\SurePassID Corp\SurePassID O365 IdP\ folder.

This folder contains two sub-folders:

B SurePassiD

) New ~ 8 W =0 T Tl sert = View ¥

&« > v M > ThisPC » OS(C:) » Program Files (x86) > SurePassiD Corp 3 SurePassID 0365 IdP

* Date modified Type
Quick access
111:55 AM File folder

OneDrive - Perso

M setup_scripts 133 AM File folder

e 0365 Saml2 IdP App folder — This is the SP 0365 IdP web application
that is installed as part of 1IS. In subsequent steps you will modify the
Web.config located in this folder.
e setup_scripts folder — This folder contains the following two PowerShell
scripts.
= 0365 create cert.psl — This PowerShell script creates the necessary
files (such as certificates) to create a trust relationship with your O365
tenant.

= install_Idp.psl — This PowerShell script sets up your O365 tenant to be
SAML2 enabled

After the system is installed, you can proceed with the final installation steps that
follow.
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Complete IIS configuration

The installer will create a web site for the SurePassID 0365 IdP App named

local.surepassid_0365.com as shown below:

L7

“« € » DESKTOP-4MFJ35G » Sites » local.surepassid_0365.com » 2
File View Help
Connections ; 3 Actions
q local.surepassid_0365.com Home .
3 B
< m NAE1RCY
v .5 DFSKTOP -4MFJ35G (DESKTOP-4MFJ35G\m Filter: f Go (G Show Al | Group byz | Area -
22 Application Pools Edit Sit
v 8] Sites ASP.NET y e
€ Default Web Site 2 & i ®
=0 i A |
€ local.surepassid_0365.com B ) 4 \ ,"J L 2: =
& local.surepassid2021.com NET NET NET Error NET NETProfile .NETRoles .NETTrust  .NET Users
@ local surepassid2022.com Authorizat.. Compilastion  Pages  Globalization Levels
&) pal.spass.mysurepassid.com — 3 =
4 = a 7
= ab ;ﬁ T :;‘3 & g‘:/ S| Manage Website
Application Connection MachineKey Pages and Providers  Session State SMTP E-mail 2 X
Settings Strings Controls
IS S 8 st
N [1‘ = | e dl| 2, “( _ Browse Website
o = V] e 404 | = ) tt
Authentic... Compression Default  Directory  ErrorPages  Handler HTTP  ISAPI Filters
Document  Browsing Mappings  Respon...
- Configure
@ = H = & §
= d S
logging MIMETypes Modules  Output  Request  SSLSettings
Caching Filtering © -
Management -

|
Configurat..
Editor

= | Features View |i_ - Content View

Ready

For the site to be operational you will need to do the following in IIS:

e Create an external DNS A record for site and point that to the IP of this
server. For example, let select the external DNS name as
0365.yourco.com.

e Procure an SSL certificate for the site 0365.yourco.com using an
approved CA. Do not use a self-signed or local CA certificate.

e Import that certificate into IIS.

Use IIS to bind port 443 of 0365.yourco.com using host headers. In IS,
select Bindings in the right most pane, click the Add button and set the
following parameters.

o The host header is the site’s DNS name without https, such as
0365.yourco.com.
o Setthe SSL certificate to the certificate you imported.
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g

<« € » DESKTOP-4MFJ35G » Sites » localsurepassid_0365.com » 7] @-
File View Help
-~ q local.surepassid_0365.com Home i
] B8 Explore
~ -85 DESKTOP-4MFI35G (DESKTOP-4MFJ35G\m) | . Y - I P =
L) Application Pools Site Bindinas ) e
v -[@] Sites ~ bR Sie
» ) Default Web Site - -
y 0 local surepassid_0365.com Type Host Name Port IP Address Binding Informa. | Add... J asic Settir
» &9 local.surepassid2021.com http 80 it e e
> @ local.surepassid2022.com .
, & pal.spass.mysurepassid.com | Add Site Binding !
4 Manage Website &
Type: IP address: Port: a— > Restart
https ~ |All Unassigned v| a3 b
B Stop
Host name: =
©365.yourca.com - Browse Website
9] Browse tt
[J) Require Server Name Indication
Configure
[ Disable TLS 1.3 over TCP ([ Disable QUIC ts
[C) Disable Legacy TLS [ Disable HTTP/2 HSTS
() Disable OCSP Stapling Close ® Hep
L S
SSL certificate:
SurePassID Corp v Select... View...
OK Cancel B
&

Ready

If the app is installed correctly, you will enter https://0365.yourco.com and see:

[ [ SurePassiD 0365 Login:login X | =+

& (&} (D) localhost/SSOLogin.aspx 8 03 = 2

SurePass

Office 365 Login

© 1999-2021 SurePassld Corp. All rights reserved.  Build: 21.4.7991.26785 [11-17-21]

Then you are ready to proceed to the next step.

Generate O365 certs

To generate the O365 certs you will need to run the PowerShell script
0365 _create_cert.psl located in the setup-scripts folder in an elevated prompt. In

0365 SSO Identity Provider Installation Guide
Page 12 of 27

SurePass




this example we use PowerShell ISE for illustrative purposes but there are many
ways to run a PowerShell script, so use the method easiest for you. To start
PowerShell ISE with elevated prompts, use these steps:

To open an elevated PowerShell prompt, in the taskbar search, type powershell.
Now see the result Windows PowerShell which appears on the top. Right-click on

it and select Run ISA as Administrator as shown below.

0O powershell

All Apps Documents Web More v

Best match

Windows PowerShell >
| B2 =

Windows PowerShell

App
= Windows PowerShell ISE

Windows PowerShell (x86) ' Open

Developer PowerShell for VS 2019 Run as Administrator

Run ISE as Administrator

= Windows PowerShell ISE (x86)
Windows PowerShell ISE

Debuggable Package Manager
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The following windows will be opened:

a
File Edit View Tools Debug Add-ons Help
[ I N B = B 3] Cilliln B
Untitled1 ps1 X -

PS C:\WINDOWS\sys tem32>

n1 Colt 100%

Select File->Open and navigate to the C:\Program Files (x86)\SurePassID
Corp\SurePassID 0365 IdP\setup_scripts folder and select the
0365 _create_cert.psl

a2

File Edit View Tools Debug Add-ons Help
H 4

UntitledT.ps1 X

N ) 0365 IdP > setup_scripts

PS5 C: \WINDOWS\system32>

Ln1 Col1 100%
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Click Open and the following window will be displayed. Press the green run
button as highlighted below:

a2
File Edit View Tools Debug Add-ons Help
[ = O » B = BB .

0365_create_certps X

[ M]
1]
|
I

2 S$certpath = $PSScriptRoot

3 Sexpirationdate = Get-Date -Date "12/31/2030 23:59:59"

4 Write-OutPut "Starting the 0365 certificate generation process. "
5 wWrite-OutPut "Cerificate folder=fcertpath”
8

$certpath_private = "§certpath\o365_private.pfx"
$certpath_public = "$certpath\o365_public.crt”

10  Write-OutPut "private=Scertpath_j prnate
11 Write-OutPut "public=Scertpath_public"

13 # Import System.web assembly

14 Add-Type -AssemblyName System.wWeb

15 # Generate random password

16  Spassword_plain_text = [System.Web.Security.Membership]::GeneratePassword(16,4)
7

18 #remove YL special characters R
19 $password_plain_text = $password_plain_text -replace "&", "_"

21 Write-OutPut "Creating self-signed cert.

22 Scert = New-SelfSignedCertificate —certsture]ocatwn cert:\localmachine\my -Subject "CN=SurePassID Corp" -NotAfter Sexpirationdate -KeyExportPolicy Exportable -KeySpec Signatu
23 $pwd = ConvertTo-SecureString -String $password_plain_text -Force -AsPlainText

24  Write-OutPut "Cert created.”

25  Write-outPut "$cert”

PS C:\WINDOWS\system32>

In1 Col 1 100%

The script will start will run and display the following info:

a
File Edit View Tools Debug Add-ons Help

== o N IR N EE =N
‘ 0365_create_certps1 X

2 f$certpath = $PSScriptRoot

3 fexpirationdate = Get-Date -Date "12/31/2030 23:59:59"

4 Write-QutPut "Starting the 0365 certificate generation process.
5

6

Write-OutPut "Cerificate folder=$certpath”

12/9/2021 3:51:17 PM

[Not After]
12/31/2030 11:59:59 PM

[Thumbprint]
6C21838ACOCE6AE8893763BA7403F62632A7 2320

Creating private cert....
Directory: C:\Program Files (x86)\SurePassID Corp\SurePassID 0365 IdP\setup_scripts

LastWriteTime Length Name

12/9/2021 4:0L PM 2635 0365_private.pfx
Created private certificate C:\Program Files (x86)\SurePassID Corp\SurePassID 0365 IdP\setup_scripts\o365_private.pfx . Password #PytR10§; x>8:Y/
Creating public cert.
12/9/2021 4:01 PM 786 0365_public.crt
Created pubTlic cert. C:\Program Files (x86)\SurePassID Corp\SurePassID 0365 IdP\setup_scripts\o365_public.crt
public cert Base64 created....
— -Use in powershell script to turn on 0365 SAML2-— -
MLIDDFCCAFagAWIBAGIQML gbZDacT5xNi61+538ZhzANB gkghki GIwOBAQS FADAZMRgwF gYDVOQDDAITdX] TUGF zcOTELENvCnAwHh cCNMIEXM JASMj AIMTE SWhcNMZEWMTAXMDQLO TUSWj AaMRgwF g YDVOQDDAI TdXD 1UGF zcOTETENvCnA
wggE MAOGCSqGSTb3DQEBAQUAA4TRDWAWGQEKAOTBAQCZ IF 4yGabP YImws G74p05CqoEr]09Dn iw3 Tum3 3pGLQDy7USWCEAWL 1 ju0aMd57p66GT/3VoNqafnubbs4p/Uuab3dGS/dVCTwiu+ j tv3q1haCNMp3YDj4pV+0i0j7rNBIny Jokj
VVPrpGaFVtlitFUWasKimQyjnJfgrTynPgeu+yY165702Ss fCUDACTBKF4Qm/7 CUZNEWFVOVhGF8ulBoGKPOS j RWAMgQU2Q68aCU3be03CTMNdIotU] GAGNUOP BMNYX50kKtGpIq6 jmHI2A1Y17Qmk Y8/ zZWoUNHUpXbQBNak+ubg20qiks
5paFHNe6sLMmLnMNbEPEW2ZKg1 9AGMBAAG UDBOMA4GA1UdDWEB /wQE AWI F 0DAJBGNVHSUEF j AUBggrB gEFBOCDAGYIKWYBBQUHAWEWHQYDVR 00BBYEF ADUDAHGVRTVRv-+018pOTyB 3L NQYMAOGCSqGSTh3DOEBCWUAA4 TBAQA T VgSZ13ZC
E5AM1Fz141IvvjycrEzbMaw] vDp18bIwtul8M4k6x7 DLmy6pM/kKROOIE6BYURN7 +556n0t56DZ jTh8Ha0at0PwyPi 1YML jp6L415¢] /9] c+wOI5CTpZqiKrvk20ss1WikIyl ETTMCTKRcOu33VX1PBUrogRnoM19sEV4dmkaB 1Kc3L8BC
+C0d0ZXSWE SHjGb2YnUtvTD66/NFTuwY6i1090u61XUwnp8Fks1jq2pbwO9E 631 tY6xIImHIAP SHMQopS00VKZrFC741 3f8br94600C rvx30qE abw04gVmF5iHZ pByMgMvCo3AvgqRgjNIul67NaWN3HW
—Cut and paste thelines ow into the web.config————
<add key="5s0.Cert_PW" value="#PytR10$; x>8:V/" />
<add key="Sso.Cert_Path” valu \Program Files (x86)\SurePassID Corp\SurePassID 0365 IdP\setup_scripts\o365_private.pfx" />
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The data in section Q will be used to update the certificate in the PowerShell
script install_Idp.ps1 in the next step.

Section Q will be used later to update web.config in the next step.
Do not close this window yet.

Copy the data in section Q as shown below: (edit the screenshot below to put
the second marker at the end of the crt data, up one line)

a
File Edit View Tools Debug Add-ons Help

& o » , Bl* 8 |Bloo|mm.
‘ 0365_create_certps X

1
$certpath = §PSScriptRoot
3 Sexpirationdate = Get-Date -Date "12/31/2030 23:59:59"
4 write-outPut "Starting the 0365 certificate generation process. "
5  Write-outPut "Cerificate folder=§certpath”
6

12/9/2021 3:51:17 PM

[Not After]
12/31/2030 11:59:59 PM

[Thumbprint]
6C21838ACOCE6AEBB93763BA7403F62632A72320

Creating private cert....
Directory: C:\Program Files (x86)\SurePassID Corp\SurePassID 0365 IdP\setup_scripts

LastWriteTime Length Name

12/9/2021 18 PM 2635 0365_private.pfx
Created private certificate C:\Program Files (x86)\surePassID Corp\surePassID 0365 IdP\setup_scripts\o365_private.pfx . Password #PytR10§; x-8:Y/
Creahng public cert..

12/9/2021 4:01 PM 786 0365_public.crt
Created public cert. C:\Program Files (x86)\SurePassID Corp\SurePassID 0365 IdP\setup_scripts\o365_public.crt
public cert Base64 created..
-—- Use in powershe'l'l script to turn on 0365 SAML2
MLIDDjCCATagAWIBAGIQMLgbZDacT5xNi61+538ZhzANBgkghkiGIw0BAQS FADAGMRgWFGYDVQQDDAITAXD 1UGF ZCOTEIENvVEnAwHh CNMJEXM jASM jAIMTE 3whCNMZEWMTAXMDQLOTUSW jAGMRgWF g YDVQQDDAI TdXJ1UGFcOETENVCNA
WggE IMAOGCSGGSTb3DOEBAQUAA4TBDWAWGEKACTBAQCZ 9F AYGQbPYImWsG74p05CqoEr 109D w3 1um33pGtQDy7UsWCEAWL 1ju0aMd57p6GGI/3vVoNqqfnubbs4p/Uuab3dGs/dvCTu+jtv3q1WwhaCNMp3YDj4pV+0i077rNBInyJok
WP rpGgFVt]itFUWaSKimQyjnIfgrTYnPgeu+yY1657025s fFCUDAC7BK4Qm/7 CUZNEWFVOVhGLF8ulBoGKPO5 j RwAMgQU2Q68aCU3be03CTMndTotU] GaGNuoP BMNvx50kKtGpIq6 jmHI2A1Y17Qmk Y8,/ zZWoUNHUpXbQBNak+ubg20qiks
SpaFHNe6s | MmLNMNbEPEW2ZK g 9AGMBAAG jUDBOMA4GA1 UADWEB /WQEAWT FoDABGNVHSUEF j AUBGQrB gEFBQCDAGYTKWYBBQUHAWEWHQYDVR 00BBYEF ADUDAHGVR TVRV-+0J8pOTYB 3L NQWAOGCSqGSTh3DQERCWUAA4TBAQA 1VgSZ137C
E5AM1F2341TvvjycrEzbMqw] VDp1Bbwtul8M4k6x7 DLmy6pM/kKROOIEGBYURh7+2556n0t56DZ jTh8Ha0at0PwyPi1YML jp6L415¢]/9jc+wOISCTpZqiKrvk20ssiWik9yL ETTMCIKRCOu33VX1PBUrOgRnoM19sEV4dmKaB 1Kc3L8BC
+C0d0ZXSWE 5HjGb2YnU tvID66,/NFTuwY61090u61XUwnp8Fks 1jq2pbw09E631 tY6XIIMHIAPSHMQOPS00VKZrFC7 41 3f8br94600C rvx30gE aDwOT4gVmF 5 HZ pBYMMVCO3AVGQR INTUUG7NAWN3 HW

----Cut and paste thelines below into the web.config:
s0.Cert_PW”  value="#PytR10%; x>8:Y/" />
Sso.Cert _Path" value="C:\Program Files (x86)\SurePassID Corp\SurePassID 0365 IdP\setup_scripts\o365 private.pfx" />
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Open a new tab by select File->Open and navigate to the C:\Program Files
(x86)\SurePassID Corp\SurePassID 0365 IdP\setup_scripts folder and select the
install_Idp.ps1 and click the Open button.

le Edit View Tools Debug Add-ons Help
H & O x

0365_create_certps! X
1
2 $certpath = $PSScriptRoot
3 Sexpirationdate - Get-Dat
4 -OutPut “Starting th|
5 ite-OutPut "Cerificate
6

i1_idp.ps1
12/31/2030 11:

[Thumbprint]
6C21838ACOCE6AEBB93763BAT403F

Creating private cert. ...

Directory: \Program Files

LastwriteT

ublic cert Base64 created
Use in powe
)CAFagAWIBAGIQML gh"ﬂdr‘l’ Sxi
quA[y((n)th}m(En(uMdem
Jn]fgrm.mm..

SAMIFzJ41 Tvviycriz thnJ\.’ﬂp]RhW-hﬂ‘N‘llh. DLy 6pH /kKRODJE6BYURh7 + 2
COdOZ XSWE SH g"mut\.mﬁﬁlm-l uwY BnubL\'anpEHu]'lq phﬂ}ch]ltVExJImHJAPJ
ines below into the web.config-

ompleted

IyLETTMC IKRCOu3. {W]PF‘Ithlgllnrﬂl‘l‘ EV4dmKaB 1Kc 3L8BC
AVGqRGINTUUG7 NawN IHW

Ln3 Col 55 100%

After opening install_Idp.ps1 scroll down to line 9 starting with $MySigningCert =

‘B64.....7

File Edit View Tools Debug Add-ons Help

& H 4 0 » )

0365 create certps! | install_ldp.ps1 X

1 $idp_ur] = "https://your.saml21dp_domain"
2 Sdom = "domain”

3 $BrandName = "SurePassID 0365 Idp"

4 $LogonUr] = "$idp_url/Togin/$dom"
5
6

$Logoffurl = "$idp_ur]/SAML/Logout.aspx"
$activeLoginurl = "§idp_url/loginecp/$dom™
$MetadataExchangeUri = "$idp_url/meta/$dom™

8  $MyURT = "$idp_url"

9  $mysigningCert = "B64 string from 0365_create_cert.ps”

10 $Protocol = "SAMLP"

12 Install-Module -Name MSOn]ine

13 $Msolcred = Get-credential

14 Connect-MsolService -Credential $MsolCred

16  Get-MsolDomain -domain $dom

SurePass u 0365 SSO Identity Provider Installation Guide
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Paste the info copied from section Q replacing the “B64 string from

0365 _create_cert.ps” text with info copied from section Q Make sure to keep
the beginning and ending double quotes. As shown below:

a
File Edit View Tools Debug Add-ons Help
S =1
B & o x» 0 r > B | = B8 Cife
0365_create_cert.ps | install_ldp.ps1* X &
1 Sidp_ur] = "https://your.sam12Idp_domain"
2 Sdom omain”
3 SbtdndNimP "SurePassID 0365 Idp"
4 SLogonurl dp_ur1/Togin/$dom"
5 SLogoffurl = "Sidp_ur I/;AML/Loqoul aspx”
6 SActiveLoginUrl = "$idp_url/loginecp/Sdon’
7 SMe tadata&x(hanqelv "Sidp. u.l/meca/mo
8 SMyURI = “Sidp_ur]”
9 SMySigningCert - "MITDDCCAfagAwIBAQIQMLQbZDAcTSXNi6I+5382k dXJ TUGFZCOTETENVCNAWHhCNM J EXM jASM j AIMTE 3whCNMZEWMTAXMDQ10TUSW j AaMRgWF g YDVQQDD.

wggE IMAOGCSGGSTb3DQEBAQUAA4 TBDWAWGQEKAOTBAQC 29F 4yGabP Y Tmws G/ 4p0\(qofr;(10nmhﬂumiip(tQDy UsWCEAWL 1 ju0aMd57p6GGT /3VoNgqfnubbsdp/Uuab3dGS/dVCTwu+j tV3q1whaCAMp3YD 4pV+0i037 rNBIny
VWPrpGgFVt)i tFUWasKimQyjn)fgrTYnPgeusyY1657025s FCUDAC7 BKF4Qm/7 cUZNEWF VOVhGtFBulBoGKPOS jRwAMgQU2Q68qCU3be03C TMNdI0tU GaGNuoPEMNYX SOKK tGp g6 jmHI 2A1Y170mk Y8 /ZWoUNHUpXbQBNak +ubg20«
12 | SpaFHNebsLMmLIMNDEPEW2ZKg1 9AGMBAAG ] UDBOMA4 GALUADWE B/wQE AWLF 0DABGNVHSUEF JAUBQQrBgEFBQCDAGYIKWYBBQUHAWE WHQYDVROOBBYEF ADUDAHQYR TVRV408pO1yB3LNQWADGC SQGS1b 30QEBCWUAAG IBAQAIVGSZ
ESAM1F234 1 Tvv jyCrEzbMqw) VDp1Bb9wtu)BU4k6x7 DLmy6pM/KKROOIE6BYUR7 +25S6n0t56DZ ) ThBHA0ATOPWYP| ] YML JpBLA1SC /9] C+wOISCTpZqiKrvk20Ss WikOyL ETTMC IKRCOU33VX1PBUrOGROM 19SEVAdmKaB IKC3
+C0d0ZXSWE 5HjGb2YnUtvTDB6/NFTuwY61090u61XUwnp8Fks 12pbw0IEG3T tY6x)TmHIAPSHMQOPSOOVKZrFC/413F8br94600Crvx 30GEADWOF 4GV 5 1HZpBYMGMVCO3AVGQRG INTUUG7 Nawh 3HW"

15  SProtocol SAMLP'
17 Ins(allModu]e -Name MSOnlin:

16 SMsolcred — Get-credential
19 (onne(( MsolService -Credential $MsolCred

21 Get-MsolDomain -domain $dom
2

Next update line 1 by changing

$idp_url = “https://your.saml|2idp.domain”

to the url you will using for this app for example:

$idp_url = https://0365.yourco.com

Next update line 2 by changing
$dom = “domain”

to the 0365 custom domain you will be locking down with SurePassID. For
example:

$dom = “abccorp.com”
Click File->Save to save install_idp.ps1

Very Important: This script will turn on SAML2 for your O365
tenant. This is not the time to run the script.
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Configure SurePassID O365 App

The web.config file is an XML file and is part of the .net Framework. The file
contains global customization settings. Some of the settings are SurePassID
specific (<configuration><appsettings>) and you should change them to suit
your needs. Other settings effect the way that ASP .net operates and you should
not change these settings unless you have experience in this area. Some
settings you can change and others you should not. If you make a change to
web.config that violates the rules of xml syntax, the system will not run and you
will receive an IIS error.

Let’s start by opening the web.config file located in C:\Program Files
(x86)\SurePassID Corp\SurePassID 0365 IdP\O365 Saml2 IdP App folder.

<?xml version="1.@"2>

<configuration>
<appSettings>
<!-- SurepassID MFA server endpoint and your tenant sandbox by default -->
<add key="Server.RESTEndPoint" value="https://sandbox.surepassid.com/AuthServer/REST/U2F/U2FServer.aspx” />
<!-- SurepassID MFA server production endpoint --»

<!--add key="Server.RESTEndPoint" value="https://cloud2.surepassid.com/AuthServer/REST/U2F/U2FServer.aspx"/-->
<add key="Server.CompanyAccount” value=""/>
<add key="Server.CompanylAccountKey" walue=""/»

<!-- use the confguration tool to create the private key certificate and password -->
<add key="Sso.Cert_PW" value=""/>
<add key="Sso.Cert_Path” value="C:\Program Files (x86)\SurePassID\setup_scripts\o365_private.pfx"/>

<!-- saml2 settings --»

<add key="5s0.5urePassID Issuer” wvalue="idp url"/>

<add key="5so0.loginGoodFor HH:MM:55" value="1:00:00"/>

<add key="5s0.RP_Issuer"” value="urn:federation:MicrosoftOnline"/>

<add key="5so0.Audience” value="urn:federation:MicrosoftOnline” />

<add key="5s50.AC5" wvalue="https://login.microsoftonline.com/login.srf"/>

<!-- directory settings --»
<add key="Server.DefaultDomain" wvalue="your default domain"™ />
<add key="Server.DirectoryEndpointType"” value="AD"/>

<!-- push settings --»
<add key="PushAccountlName" value="SurePassID 0365 IdP"/>

<!-- fido settings -->
<add key="Server.AppId" wvalue="https://cloudsso.surepassid.com”/>

<!-- debug settings -->
<add key="Server.Trace" value="8"/>
<add key="Server.TracePath” value=""/>
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Page 19 of 27



Copy the data from section ° replacing the data in the green section below in
the green section in web.config a shown below: (the screenshot below should be
larger as it is hard to see the section clearly)

a
File Edit View Tools Debug Add-ons Help
[~ = [E P b B« 8| Boo|mm,
| 0365_create_certps! X
$certpath = $PSScriptRoot
$expirationdate = Get-Date -Date "12/31/2030 23:59:59"

Write-OutPut "Starting the 0365 certificate generation process.
Write-OutPut "Cerificate folder=$certpath”

SN

12/9/2021 3:51:17 PM

[Not After]
12/31/2030 11:59:59 PM

[Thumbprint]
6C21838ACOCG6AEBBI3763BA7403F62632A72320

Creating private cert....
Directory: C:\Program Files (x86)\SurePassID Corp\SurePassID 0365 IdP\setup_scripts

Mode LastWriteTime Length Name

12/9/2021 4:01 PM 2635 0365_private. pfx
Created private certificate C:\Program Files (x86)\SurePassID Corp\SurePassID 0365 IdP\setup_scripts\o365_private.pfx . Password #PytR10$; x>8:Y/
Creating public cert....
-a--—- 12/9/2021  4:01 PM 786 0365_public.crt
Created public cert. C:\Program Files (x86)\SurePassID Corp\SurePassID 0365 IdP\setup_scripts\o365_public.crt
public cert Base64 created....
— Use in powershell script to turn on 0365 SAML2 -
MLIDDjCCAfagAWIBAGIQMLgbZDacT5xN161+538ZhzANBokqhkGIW0BAQSFADAGMRgWFgYDVOQDDAITAXJ 1UGF2cOTEIENVCNAWHhCNMJEXM JASM j AIMTE 3Wh CNMZEWMTAXMDQ10TUSWj AaMRgWF gYDVQODDAITAX] 1UGFZCOTETENVCRA
WggE MAOGCSqGSIb3DQEBAQUAA4 TBDWAWQQEKACIBAQCZ9F 4yGgbPYImwsG74p05CqoE rj09Dn w3 1um33pGtaDy7 UsWCEAWL 1 ju0aMd5/p6GGI/3VoNqqfnu6bs4p/Uuab3dGs/dVCTWu+j tv3q1WhaCNMp3YD4pV+0i0j7 rNBIny Jokj
VWPrpGqFVEJitFUWaSKimQyjnd fgrTynPgeusyY1GS702Ss TCUDAC7 BKF4Qm/7 cUZNEWFVOvhGtF8ulBoGKPOS jRwAMgQU2Q68qCU3be03CTMndIotU ] GaGNuoP6MNVxX 50kKtGpq6jmHI 2A1Y170mk Y8 /2ZWoUNHUpXbQBNak +ubg20qiks
SpaFHNe6sLMmlLnMNbEPEW2zKg i 9AGMBAAG j UDBOMA4GA1UdDWEB/wQEAWIF oDAdBNVHSUEF jAUBggrBgEFBQeDAGYIKWYBBQUHAWEWHQYDVR 00BBYEFADUDAHQVRTVRv+018p0OTyB 3L NQWMAOGCSqGSTb3DQEBCWUAA4TBAQATVGSZ13ZC
E5AM1FZ341Ivv]jycrEzbMqw]VDp1BbIwtul8M4k6x7 DLmy6pM/KKROOIEGBYUR7 +2556n0156DZ j Fh8Ha0atOPwyPi1YML jp6L415c]j/9] c+woI5CpZqiKrvk20ssiWikIyLETTMCTKRCOu33VX1PBUrOgRnoM 19sEvAdmKag 1Kc3L 8BC
+€0d0Z XSWE5H] Gb2YnU thDSS/ NFI'quG i 090u61xuwnp8F ks] j q2plm()9E6 3ItYExJImHJAPSHMQopSo()VKszC741 3f8br94600Crvx30gEaDw0T4gVmF51HZpByMgMvCo3AvgqRgjNIuUE7NaWN3HW

va]ue_ #Pthl(!!,_x> = />
<add key="Sso.Cert Path" value="C:\Program Files (x86)\SurePassID Corp\SurePassID 0365 IdP\setup_scripts\o365 private.pfx" />

<?xml version="1.8"2>

<configurations»
<appSettings>
<!-- SurepassID MFA server endpoint and your tenant sandbox by default --»
<add key="Server.RESTEndPoint"” wvalue="https://sandbox.surepassid.com/AuthServer/REST/U2F/U2FServer.aspx"/>
<!-- SurepassID MFA server production endpoint --»>

<!--add key="Server.RESTEndPoint" walue="https://cloud2.surepassid.com/AuthServer/REST/U2F/U2FServer.aspx"/-->
<add key="Server.CompanylAccount” value=""/>
<add key="Server.CompanyAccountKey" value=""/>

1__ i i ifi rd
<add key="5so.Cert_PW" value=""/>
<add key="Sso.Cert_Path"” value="C:\Program Files (x86)\SurePassID\setup_scripts\o365_private.pfx"/>

<l-- saml2 settings --»>

<add key="5s0.5urePassID_Issuer” value="idp url"/>

<add key="5so.loginGoodFor HH:MM:55" wvalue="1:86:08"/>

<add key="5so0.RP_Issuer"” value="urn:federation:MicrosoftOnline"/>

<add ke Sso.Audience” value="urn:federation:MicrosoftOnline” />

<add key="5s0.AC5" value="https://login.microsoftonline.com/login.srf"/>

<!-- directory settings -->
<add key="Server.DefaultDomain" wvalue="your default domain" />
<add key="Server.DirectoryEndpointType"” value="AD"/>

<!-- push settings --»
<add key="PushAccountName" value="SurePassID 0365 IdP"/>

<!-- fido settings -->
<add key="Server.Appld" value="https://cloudsso.surepassid.com"/>

<!-- debug settings -->
<add key="Server.Trace" value="@"/»
<add key="Server.TracePath” value=""/>
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On line 17 in web.config set the Sso.SurePassID_Issuer parameter to be in the
format of:

https://$idp_url/meta/$dom
where $idp_url and $dom are set in the preceding step .
For example:

The Issuer value should look like: <add key="Sso.SurePassID_lIssuer"
value="https://0365.yourco.com/meta/ abccorp.com "/>
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<?xml version="1.0"?>

<configuration>
<appSettings>
<!-- SurepassID MFA server endpoint and your tenant sandbox by default --»>
<add key="Server.RESTEndPoint" value="https://sandbox.surepassid.com/AuthServer/REST/U2F/U2FServer.aspx"/>
<!-- SurepassID MFA server production endpoint -->

<!--add key="Server.RESTEndPoint" value="https://cloud2.surepassid.com/AuthServer/REST/U2F/U2FServer.aspx"/-->

<add key="Server.CompanyAccount” value=""/>

<add key="Server.CompanyAccountKey" value=""/>

<l-- use the confguration tool to create the private key certificate and password -->

<add key="Sso.Cert_PW" value=""/>

<add key="Sso.Cert_Path" value="C:\Program Files (x86)\SurePassID\setup_scripts\o365_private.pfx"/>

Lo saml2 settinecs -

| <add key-"5s0.SurePassID Issuer” value="https://0365.yourco.com/meta/youro3esdomain”/> |

<add key="Sso.LoginGoodFor_HH:MM:S5" value="1:00:00" />

<add key="5so0.RP_Issuer" value="urn:federation:Microsoftonline"/>

<add key="Sso.Audience" value="urn:federation:Microsoftonline"/>

<add key="5s0.ACS" value="https://login.microsoftonline.com/login.srf"/>

<l-- directory settings -->

<add key="Server.DefaultDomain" value="your default domain™ />
<add key="Server.DirectoryendpointType" value="AD"/>

<l-- push settings -->

<add key="PushAccountName"” value="SurePassID 0365 IdP"/>

<l-- fido settings -->

<add key="Server.AppId" value="https://0365.yourco.com"/>

<l-- debug settings -->
<add key="server.Trace" value="e"/>
<add key="server.Tracerath” value=""/>

You will need to update the remaining config parameters that follow:

The table below describes the SurePassID specific settings. The items
highlighted in red you must set, items highlighted in green were set in preceding
steps and items highlighted in tan are optional.

<configuration>
<appsettings> keys

Parameter

Description

Server.RESTEndPoint

The SurePassID MFA server endpoint that will process all mobile
requests.

Server.CompanyAccount

Your company account in the SurePassID MFA server

Server.CompanyAccountKey

Your company account key in the server

Sso.Cert_PW

Updated in previous step. Do not change.

Sso.Cert_Path

Updated in previous step. Do not change.

Sso.SurePassID Issuer

Updated in previous step. Do not change.

Sso.LoginGoodFor_HH:MM:SS

SAML?2 assertion lifetime. Currently ignored by Azure AD.

Sso.RP_Issuer

Do not change.

Sso.Audience

SAML2 audience. Do not change.

Sso.ACS

SAML?2 assertion consumer service. Do not change.

Server.DefaultDomain

Set to your local Active Directory domain

Server.DomainRoutingPath

Set this to the path to the domain routing table. Domain routing
allows user to be authenticated different local Acitve Directory
systems.

Server.DirectoryEndpointType

Set to AD. Do not change.

Server.AppId

Fido ApplID. Set to the URL of the SAML2 app. For example:
https://0365.yourco.com

Server.Trace

Log all activity that passes through the server. The output is
provided in the Trace subfolder of the installation folder. 0=OFF 1-
ON. Only use for debugging.
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| The location of the trace file.
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Installation Verification

You should now be able to verify that the system is set-up correctly and can
connect to SurePassID MFA services. To verify the system is operating correctly,
you will need to follow these steps:

Start the app by entering the URL of the application such as
https://0365.yourco.com and enter your AD credentials as show below.

im} B SurePassID 0365 Login: Login X | -

¢« > C

()  https://0365.aplusmsp.us/SSOLogin.aspx 76 a3 o= )

SurePass

Office 365 Login

sername: ‘ma'kpoid@akusmsovus
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Press Login button. If your credentials are correct, then you will be presented
with the following form to use your second factor of authentication as shown
below:

im} [ SurePassiD 0365 Login: Login x| + - o
&~ & [  httpsy//0365.aplusmsp.us/S5OLogin.aspx?ReturnURL=default.aspx ‘.,Fé L] = z

SurebPass

Office 365 Login

I Please use your second factor to finish logging in. ‘

Username: ‘ma'kpold@ap USMisE.US

One Time Passcode: /7ﬂﬁ 8@ La L@ ‘? e

D 1999-2021 SurePassld Corp. All rights reserved.  Build: 21.4.7970.25553 [10-27-21]

After authenticating with your second factor, you will see the following form:

im} [ SurePassiD 0365 Login: Loggec X | + - a

(S ] 9 https://0365.aplusmsp.us/default.aspx FERT {2 =

SurebPass

@You logged in. Now what?

£ 1999-2021 SurePassld Corp. All rights reserved.

Great job! You are ready to turn on MFA for your O365 tenant. You can click
Logoff now.
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Update your O365 tenant to use SP 0365 MFA

Note that before running the install_idp.ps1 script you may need to set another
domain as the default domain in your O365 tenant as shown here:

5 SR Cu:tom domain names

To update your O365 tenant to allow SurePassID MFA you will need to run the
PowerShell script install_Ildp.ps1. You will need to be a Global Administrator to
run the script. We use the .onmicrosoft.com domain global administrator account
for this example.

After running the install_ldp.ps1 script when you login to any of your O365 apps,
re-authentication will be required:
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(im] D SurePassID 0365 Login: Login = X |
¢« > C

() https://0365.aplusmsp.us/SSOLogin.aspx 8 ] o= S

SurePass &)

Office 365 Login

Username: [markpoid@aplusmsp.us

After you authenticate, you will then be redirected back to O365 and logged into
the O365 app you originally requested.

If you run into problems logging in to your account, you can always reset your
Azure AD back to Manual (not federated) and login like you have in the past by
running the following PowerShell commands:

Set-MsolDomainAuthentication -DomainName $dom -Authentication Managed

The following command can verify that your O365 tenant is back to the way it
was prior to installing SurePassID SAML2 federation.

Get-MsolDomainFederationSettings -DomainName $dom

These commands are commented out at the bottom of install_idp_install.psl
script.

Domain Routing

For most systems all your O365 users will be authenticated.
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